Installation & Configuration d’'un DNS, DHCP,
Firewall et protocole CARP sous pfSense avec
redondance.

m sense @ feessd
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1) Introduction

PfSense est un systeme d’exploitation a part entiere, open source, utilisé pour
mettre en ceuvre un pare-feu, un routeur ou une solution permettant la
fourniture d’autres services réseaux. PfSense est une distribution FreeBSD 1
personnalisée, et basée initialement sur le projet mOnOwall, distribution de
pare-feu puissant mais léger. PfSense s’appuie sur le principe de base de
mOnOwall et reprend la plupart de ses fonctions, en prenant soin de mieux les
faire cohabiter, de les sécuriser, de les stabiliser, tout en favorisant la
compatibilité du systeme afin d’y ajouter une variété d’autres services liés
essentiellement aux réseaux.

Ce compte-rendu, explique la configuration de base et nécessaires a la quasi-
totalité des déploiement, nous verrons les configuration des différents servie,
tout en respectant les bonne pratiques.

A son niveau de base, un pfSense peut étre utilisé pour remplacer le routeur
d’un réseau domestique et pour fournir des fonctionnalités supplémentaires.

Une fois celui-ci installer et configuré, il existe 2 de facons d’y accéder a I’*0OS :

- *Par Interface web :
- ParSSH: @IP: *22

*0S : Operating System ou Systéme d’exploitation en Francais.
*22 : Port par défaut de SSH.

*Interface Web : On verra que par défaut, on accede a l'interface par le protocole http ( :80)
qui n’est pas sécurisé. Pour des questions de bonne pratiques, nous verrons que ce port sera
changer enfin d’y accéder via https ( :443).

KHALILI Mahmoud BTS SIO1


http://@IP

1.1) Prérequis

Pour réaliser cette installation nous avons besoin d’une infrastructure virtuelle
sous l'applicatif VMware ou VirtualBox ou encore EXsi.

=l

PC sous Linux

PC sous Linux

E-‘

PC sous Windows
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1.2) Installation de pfSense

Pour I'installation de pfSense, Il faudra configurer notre VM de cette fagon
(Réalisé sous VMWare Workstation 17) :

Device

E=IMemory

1" EProcessors

-\ Hard Disk (SCST)
(%) CD/DVD (IDE)

S0 Network Adapter
S0 Network Adapter 2
S0 Network Adapter 3
|Z| USBE Controller
L__!Display

SUMMary

256 MB
i Destinée au WAN

20 GB +——r!
Using file Pfsense (MaSTEFL. | Destinée au LAN (10.0.50.0
NAT

Custom (W\Mnet2)

Custom (WVMnet3)

Present
Auto detect Destinée au Protocole CARP

(172.16.0.0)

A 4

INFO : Pas Besoin d’une grosse configuration matérielle, on peut donc mettre le minimum requis

(256MB).
FREESD (=

Pour I'ISO de pfSense, il suffit de se rendre sur :

(Version actuelle de mon installation : 2.7.2)
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https://www.pfsense.org/download/

Apreés avoir insérer I'lSO, nous pouvons démarrer la machine, le setup va
démarrer automatiquement aprés quelques secondes.

Helcome to pfSense

Boot Multi user [Enter]l
Boot Single user

Escape to loader prompt
Reboot

Cons: Jerial

Options:
6. Kernel: default-skernel (1 of 1)
7. Boot Options

Autoboot in B seconds. [Spacel to pause

A Important : L'installation va s'effectuer au clavier. Appuyez sur la touche Entrée pour
Accepter.

pfSense Installer

|Copyright and distribution notice}
Copyright and Trademark Notices.

Copyright 2A84-2016. Electric Sheep Fencing, LLC ("ESF").
All Rights Reserwved.

Copyright 2814-2823. Rubicon ComMunications, LLC d~b-sa Hetgate
("Netgate™).
All Rights Reserwved.

All logos, text, and content of ESF and~or Hetgate, including underlying
HTML code, designs, and graphics wused and-or depicted herein are
protected under United States and interwmational copyright and trademark
laws and treaties, and may not be used or reproduced wWwithout the prior
express Written permission of ESF and-or Hetgate.

"pfSense” is a registered trademark of ESF, exclusively licensed to
Metgate, and mMay not be used without the prior express written

perMizsion of ESF and-or Hetgate. All other trademarks shown herein are
26%—

[Accept]
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Vérifier que vous étes bien sur I'onglet Install, sinon déplacez vous avec les
fleches de votre clavier « 1| » et appuyez sur Entrée pour faire OK.

pfSensze Installer

Helcome
Helcome to pfSense!?

Install Install pfSensze

Rescue Shell Launch a shell for rescue operations
Recover config.xml Recover config.xml from a previous install

<Cancel>

Le setup va vous demander de partitionner le disque de stockage de la
machine. Avec les touches fléchées de votre clavier, allez sur « Auto (UFS) » et
appuyez sur Entrée.

pfSense Installer

Partitioning
How would you like to partition your disk?

Auto (ZF5) Guided Root-on-ZFS5

Auto (UF3) uwided UFS Disk Setup

Manual Manual Disk Setup (experts)
Shell Open a shell and partition by hand

<Cancel>

Menu options help choose which disk to setup using UFS and standard partitions
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Séléctionner [Entire Disk] ou [Partitions] (nécessite des connaissances)

FreeBSD Installer

{Partition|
Hould you like to use this entire disk
(daB) for pfSense or partition it to
zhare it with other operating systems?
Using the entire disk Will erase any data
currently stored there.

[Entire Diskl [ Fartition 1

FreeBSD Installer

Partition Schemne
select a partition scheme
for this volume:

APH Apple Partition Map
BESD BSD Labels
GPT GUID Partition Table

| BERED0OS Partitions

[ OX 1] [Cancell

Bootable on most xB86 systems
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Installateur nous propose un découpage sur le disque O (nommé ici daO), nul
besoin de modifier celle-ci, sélectionner Finish puis Entrée.

FreeB3D Installer

{Partition Editor|
Please review the disk setup. When complete, press
the Finish button.

’A GE MBR

daBs1 28 GB BSD
daBsla 19 GB freebsd-ufs s
daBslb 1.8 GB freebsd-swWap

[Create] [leletel]l [Vodify]l [levert]l [ futo 1 [§RNEEIN

Un dernier avertissement pour demander si on est sir que le disque sera effacé
pour l'installation de pfSense.

FreeB3D Installer

{Partition Editor|
Please review the disk setup. Hhen complete, press
the Finish button.

JConfirmation|
Your changes wWwill nmow be written to disk. If
you have chosen to overwrite existing data,

it will be PERMANENTLY ERASED. Are you sure

you want to commit your changes?

L Commit I] [levert & Exit]l [ ack

[Create]l [leletel [Modifyl [Fevert]l [ futo 1 [BFNEEIQ
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L'Installation est en cours......

pfSense Installer

Archive Extraction
base.txz [ 25*

Extracting distribution files...

verall Progress
I

6785 files read @ dA8.4 files~sec.

Sélectionner Reboot ou Shell (si vous souhaitez apporter des modifications)

pfSense Installer

{Complete |
Installation of pfSense completet
Hould you like to reboot into the
installed systeM now?

[Reboot] [“hell 1
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A son lancement, pfSense va charger ce qu’il a besoin pour son fonctionnement.
(Services)

Done.
done.
Initializing
Starting device Manager (dewd)...done.
Loading configuration....2824-83-18T11:15:89.132267+88:88 - php-fpm 6B3 - - “rc.
linkup: Ignworing link event during boot sequence.
2824-83-18T11:15:89.133552+88:88 - php-fpm 682 - - Arc.linkup: DHCP Client not r
unning on wan (eMB), reconfiguring dhclient.
done.
Updating configuration...2824-83-18T11:15:89.2684999+88:88 - php-fpm 611 - - “rc.
linkup: Ignworing link event during boot sequence.
done.
Checking config backups consistency
Setting up extended sysctls...done.
Setting timezone...done.
Configuring loopback interface...done.
Starting syslog...done.
Setting up interfaces Microcode...done.
Configuring loopback interface...done.
Configuring WAN interface...done.
Configuring LAN interface...done.
Configuring OPT1 interface...done.
Configuring CARP settings...done.
Syncing OpenUPH settings...done.
Configuring firewall

Une fois le démarrage fini, on obtiendra ceci (Configuration qu’on doit obtenir &
la fin des configurations de nos interfaces) :

FreeB5D-amdb4 (pfSense_mMmaster.home.arpal (ttywB)
UMnware Virtual Machine - Hetgate Device ID: af7ce57b6418BA7832313
=#x lelcome to pfSensze 2.7.2-RELEASE (amd64) on pfSenze_MHaster ===

HAN (wlan) ->» emH -» wisIHCP4: 18.8.231.128-24
LAN (lan) -» eml -»wd: 18.A.58.4-24
OPT1 (optl) -» M2 ->» wd: 172.16.8.1-38

A) Logout (S5H only) 9) pfTop

1) Aszign Interfaces 18) Filter Logs

2) Set interface(s) IP address 11) Restart webConfigurator

3) Reset webConfigurator password 12) PHP shell + pfSenze tools

4) Reset to factory defaults 13) Update from console

5) Reboot system 14) Enable Secure Shell (sshd)
6) Halt system 15) Restore recent configuration
7) Ping host 16) Restart PHP-FPM

8) Shell

Enter an option: |
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A Important : Le clavier est par défaut en qwerty !

Pour la configuration de nos interfaces on sélectionne option 2 « Set interface(s)
IP address »

Logout (SSH only)

) Assign Interfaces
Set interface(s) IP address
Reset webConfigurator passw

Reset to factory defaults
Reboot system
Halt system
) Ping host
Shell

On me demande quelle interface je souhaite configurer (2 — LAN).

Available interfaces:
1 - HUAN (emB - dhcp)
2 — LAN (enml - static)
3 - 0PT1 (enZ2 - =tatic)

Enter the number of the interface you wish to configure: [

EmO -> Network Adapter
Em1 -> Network Adapter 2 (10.0.50.0)

Em2 -> Network Adapter 3 (172.16.0.1-2)

qu’on va
I’attribuer manuellement, on sélectionne « n » pour répondre Non et on appuie

sur Entrée.

Configure IPuv4 address LAN interface wia DHCP? (y-n) n]j

Ensuite on saisit 'adresse IP qu’on souhaite attribuer a cette interface qui sera la
passerelle de sortie de notre réseau local (LAN). Une fois 'adresse IP saisi on
appuie sur Entrée pour passer a la suite.

Enter the new LAN IPvd address. Press <{ENMTER> for none:

> 18.8.58. 4]]
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On définit le masque du sous-réseau en notation CIDR, 24 pour notre
infrastructure.

A Important : Tout dépend du nombre d'IP qu’on souhaite, en sélectionnant
/24, j'ai 256 IP dont 256-2 = 254 hétes (Réseau — Broadcast). 28-2 = 254

Défini par le « Calcul de sous-réseaux »

Subnet mMaszks are entered as bit counts (as in CIDR notation) in pfSense.
e.g. 255.255.255.8 24

255.255.08.8 16
g

255.8.8.8

Enter the new LAN IPvd4 subnet bit count (1 to 32):
> 24

On nous demande ensuite si le réseau dispose d’une passerelle vers laquelle
renvoyer les flux. Ce n’est notre cas, l'interface WAN fait déja son travail et je
n'ai pas d’autre routeur dans mon réseau donc j'appuie sur Entrée pour laisser
vide « none ).

For a HAN, enter the new LAN IPv4 upstream gateway address.
For a LAM, press <{ENTER> for none:

> 1

Je ne souhaite pas configurer d’adresse en IPv6, je réponds donc « n »

Configqure IPuv6 address LAN interface wia DHCPGE? (ysm) n

Enter the new LAN IPuvb6 address. Press {ENTER> for none:

|

On souhaite activer le DHCP pour le réseau local donc on saisit « y » pour
répondre Oui puis Entrée.

INFORMATION : Le service DHCP peut étre activé et configuré plus simplement via
I'interface WEB.
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Do you want to enable the DHCP serwver on LAN? (yrnl y

On nous demande a partir de quand commence 'adressage IP : 10.0.50.10

Puis Quand elle se termine : 10.0.50.30
nter the start address of the IPvd client address range: 18.8.58.18

nter the end address of the IPuvd client address range: 18.H8.58.38

On se rend sur nos machine client (Windows ou Linux) :
Windows :

On tape simultanément sur les touches Windows+R puis on saisit « cmd » et
sélectionne Entrée

Taper la commande « ipconfig »

:\Users\CLIENTMK>ipconfig

onfiguration IP de Windows

arte Ethernet Ethernete :

Suffixe DNS propre & la connexion. . . : home.arpa
Adresse IPvb de liaison locale. : :
Adresse IPv4, .

Masque de sous-réseau.

Passerelle par défaut.

:\Users\CLIENTMK>,

On obtient bien une adresse IP |
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Linux :

@ Applications Emplacements Systeme
ﬁ Accessoires 4

%f Bureau 4
Zgj Graphisme »
@ Internet 4

@ Outils systeme D @ Analyseur d'utilisation des disques

@ Son etvidéo » | = Caja

Moniteur systeme MATE

() Monteur d'images disque de MATE
Statistiques de l'alimentation

(Bl Terminal MATE

x UXTerm

;3, Visionneuse de journaux systéeme

x XTerm

Puis arriver sur le terminal on saisit « ipa »

root@debian:~# ip a
1: lo: <LOOPBACK,UP,LOWER_UP> mtu 65536 qdisc nogueue state UNKNOWN group defaul
t gqlen 1000
link/loopback ©0:00:00:00:00:20 brd 00:00:00:00:20:00
inet 127.0.0.1/8 scope host lo
valid_1ft forever preferred_lft forever
inet6 ::1/128 scope host noprefixroute
valid_lft forever preferred_lft forever
2: ens33: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc fq_codel state UP grxc
up default gqlen 1000
link/ether 00:0c:29:d7:2e:41 brd ff:ff:ff:ff:ff:Ff
altname enp2sl
brd 10.0.5@.255 scope global dynamic noprefixroute ens33
valid_1ft 7144sec preferred_1ft 7144sec
inet6 fe8@::20c:29ff:fed7:2e41/64 scope link noprefixroute
valid_1ft forever preferred_lft forever
root@debian:~# I
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On ouvre le navigateur internet et saisi I'lP donner précédemment pour
accéder a notre pfsense.

2 D T pisense-logn x |+ - o

& G A Nonséaurisé | 100504 A& M s 5 -

fisense S

SIGN IN

SIGN IN

Les identifiants par défaut de pfsense sont les suivants :

e Login:admin
e Mot de passe : pfsense
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On arrive sur 'assistant de configuration de pfSense qui va nous permettre
de finaliser 'installation de notre firewall.

lisense

COMMUNITY EDITION

WARMING: The 'admin’ account password is set to the default value. Change the password in the User
Manager.

Wizard / pfSense Setup / (2]

pfSense Setup

Welcome to pfSense® software!
This wizard will provide guidance through the initial configuration of pfSense.
The wizard may be stopped at any time by clicking the logo image at the top of the screen.

pfSense® software is developed and maintained by Netgate®
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LAssistant nous informe qu’il est possible d’avoir un support technique sous

condition de souscrire a un contrat ( @ ) Sélectionner « Next »

lisense

COMMUNITY EDITION

WARNING: The 'admin’ account password is set to the default value. Change the password in the User
Mamnager.

Wizard / pfSense Setup/ Netgate® Global Support is available 24/7 @

Step 1of 9

Netgate® Global Support is available 24/7

Our 24/7 worldwide team of support engineers are the most qualified to diagnose your issue
and resolve it quickly, from branch office to enterprise — on premises to cloud.

We offer several support subscription plans tailored to fit different environment sizes and
requirements. Many companies around the world choose Metgate support because:

= Support is available 24 hours a day, seven days a weel, including holidays.

= Support engineers are located around the world, ensuring that no support call is
missed.

+ Our support engineers hald many prestigious network engineer certificates and have
years of hands-on experience with networking.
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On peut choisir le nom du firewall et déclarer notre nom de Domain si on en
possede un dans notre réseau. On peut également déclarer un serveur DNS

local.

O
T

< O A MNonsécurisé | 10.0.504/wizard.. S A % o = %

Rlisense

COMMUNITY EDITION

Wizard / pfSense Setup/ General Information 2]

General Information

Hostname

Domain

Primary DMNS
Server

Secondary
DNS Server

Override DNS

On this screen the general pfSense parameters will be set.
pfSense_master

MName of the firewall host, without domain part.

Examples: pfsense, firewall, edgefw

home.arpa

Diomain name for the firewall
Examples: home.arpa, example.com

Do not end the domain name with "local as the final part (Top Level Domain, TLD). The local
i used by mDNS (e.q. Avahi, Bonjour, Rendezvous, Airprint, Airplay) and some
ystems and networked devices. These will not network correctly if the router uses
local as its TLD. Alternatives such as ‘home.arpa’, local.lam, or ‘mylocal are safe.

The default behavier of the DNS Resclver will ignore manually configured DMS servers for
client gueries and guery root DNS servers directly. To use the manually configured DNS
servers below for client queries, visit Services = DNS Resolver and enable DNS Query
Forwarding after completing the wizard.

11
G888

Allow DNS servers to be overridden by DHCP/PPP on WAN

1.1.1.1- DNS de CloudFlare
8.8.8.8 - DNS de Google

KHALILI Mahmoud
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Choisissez « Europe/Paris » dans la Timezone et on poursuit.

lisense

COMMUNITY EDITION

Wizard / pfSense Setup/ Time Server Information 7]

Step 3 of 9

Time Server Information

Please enter the time, date and time zone

Time server 2 pfsense pocl.ntp.org
hostname
Enter the hostname (FOQDN) of the time server.
Timezone Europe/Paris ¥
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Ensuite nous arrivons a la configuration de I'interface WAN. Elle est
configurée automatiquement par DHCP, je n’y touche pas.

lisense

COMMUNITY EDITION

Wizard / pfSense Setup/ Configure WAN Interface (2]

Step 4 of 9

Configure WAN Interface

On this screen the Wide Area Network information will be configured.

SelectedType DHCP v
General configuration
MAC Address

This field can be used to madify ("spoof”) the MAC address of the WAN interface {may be
required w me cable connections). Emter a MAC address in the following format

MHNCRICKICRCNK O leave blank

MTU
Set the MTU of the WAN interface. If this field is left blank, an MTU of 1492 bytes for PPPcE
and 1500 bytes for all other connecticn types will be assumed.

MSS

f a value is entered in this field, then M55 clamping for TCP connecticns to the value entered
above minus 40 {TCR/IP header size) will be in effect. If this field is left blank, an MS5 of 1492
bytes for PPPoE and 1500 bytes for all other connection types will be assumed. This should
match the above MTU value in most all cases.

Si on a besoin d’attribuer une IP fixe a cette interface WAN, c’est dans cette
partie que ¢a se définit, sinon, on continue.

Static IP Configuration

IP Address
Subnet Mask 32 w

Upstream
Gateway

DHCP client configuration

DHCP

Hostname . : .
The value in this field is sent as the DHCP client identifier and hostname when requesting a

DHCPF lease. Some I5Ps may require this (for client identification)
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La partie « PPPoE configuration » sert en général a mettre les identifiants
fournis par votre FAI. Ce sont ces identifiants qui sont définis dans votre box
internet actuellement. Si vous souhaitez placer un firewall a la place de la
box, il sera nécessaire de remplir cette partie.

PPPoE configuration

PPPoE
Username

PPPoE
Password

Show PPPoE
password

PPPoE
Service name

PPPoE Dial on
demand

PPPoE Idle
timeout

Reveal password characters

Hint: this field can usually be left empty

Enable Dial-On-Demand mode
This option causes the interface to operate in dial-on-demand mede, allowing a virtual full
time connection. The interface is configured, but the actual connection of the link is delayed
until qualifying cutgeing traffic is detected.

If no qualifying outgoing packets are transmitted for the specified number of seconds, the
connection is brought down. An idle timeout of zero disables this feature.

La partie suivante « PPTP configuration » servira plutét au montage d’un
VPN point a point (Protocole de tunnel point-a-point, a éviter car peu
sécurisé, plutét privilégier son petit frere IPSEC).

PPTP configuration

PPTP
Username

PPTP
Password

Show PPTP Reveal password characters

password

PPTP Local IP
Address

pptplocalsubnet 32

PPTP Remote
IP Address
PPTP Dial on Enable Dial-On-Demand mode
demand This option causes the interface to operate in dial-on-demand mede, allowing a virtual full
time connection. The interface is configured, but the actual connection of the link is delayed
until qualifying cutgoing traffic is detected.
PPTP Idle
timeout

If no qualifying cutgoing packets are transmitted for the specified number of seconds, the

connection is brought down. An idle timeout of zero disables this feature

KHALILI Mahmoud
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Les deux derniéres options de cette page définissent que tout trafic entrant sur
I'interface  WAN et venant d’'une classe d’adresse réseau privé est
automatiqguement bloqué. Comme notre infra est ici virtuelle, on veut
obligatoirement faire communiquer des réseaux privés, on n’utilise pas
réellement une adresse publique. || est donc nécessaire dans le cadre
d’un labo de décocher ces 2 cases sinon on peut avoir des petits soucis ( ; .

RFC1918 Networks

Block [ Block private netwarks from entering via WAN

RFCT‘ 918 When set, this option blocks traffic from IP addresses that are reserved for private networks
Private as per RFC 1918 (10/8, 172.16/12, 192.168/16) as well as loopback addresses (127/8). This
Networks

option should generally be left turmed on, unless the WAN network lies in such a private
address space, too.

Block bogon networks

Block bogon () Block non-Internet routed networks from entering via WAN

networks When set, this option blocks traffic from IP addresses that are reserved (but not RFC 1918) or
not yet assigned by IANA. Bogons are prefixes that should never appear in the Internet routing
table, and obwiously should not appear as the source address in any packets received.
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Nous n’avons donc rien modifier de spécial sur notre interface WAN ici, vous
pouvez poursuivre.

L’assistant de pfsense passe donc cette fois-ci a l'interface coté LAN. Vous
pouvez changer ici I'adresse IP de I'interface LAN de pfSense (nous I’avons déja
fait en amont).

lisense

COMMUNITY EDITION
Configure LAN Interface (2

Step 5 of 9

Configure LAN Interface

On this screen the Local Area Network information will be configured.
LAN IP Address

10.0.50.4

Type dhcp if this interface uses DHCP to obtain its IP address.
Subnet Mask

24 w
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Durant la phase de configuration, il est également nécessaire de changer les
identifiants par défaut du compte admin de pfsense.

lisense

COMMUNITY EDITION

Set Admin WebGUI Passwerd (2]

Stepbof9 |
Set Admin WebGUI Password

On this screen the admin password will be set, which is used to access the WebGUI and also SSH services
if enabled.

Admin Password

Admin Password AGAIN

La phase finale de l'installation de pfsense est terminée. Cliquez
sur Reload pour recharger pfsense.

lisense

COMMUNITY EDITION

Wizard / pfSense Setup/ Reload configuration (7]

Step 7 of 9

Reload configuration

Click 'Reload’ to reload pfSense with new changes.

» Reload
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Patientez quelques secondes, la page va se recharger d’elle-méme.

A la fenétre suivante, cliquez sur le bouton Finish.

isense

COMMUNITY EDITION

Wizard / pfSense Setup / Wizard completed. (7]

Step 9 of 9

Wizard completed.

Congratulations! pfSense is now configured.

We recommend that you check to see if there are any software updates available. Keeping
your software up to date is one of the most important things you can do to maintain the
security of your networl.

Check for updates

Remember, we're here to help.

Click here to learn about Metgate 24/7/365 support services.

User survey

Flease help all the people invelved in improving and expanding pfSense software by taking
a moment to answer this short survey (all answers are anonymous)
Anonymous User Survey

Useful resources.

+ Learn more about Netgate's product line, services, and pfSense software from our
website

+ To learn about Netgate appliances and other offers, visit our store

+ Become part of the pfSense community. Visit our forum

+ Subscribe to our newsletter for ongoing product information, software
announcements and special offers.
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Cliguez sur le bouton « Accept » pour valider les points législatifs divers.

Copyright and Trademark Notices.

Copyright® 2004-2016. Electric Sheep Fencing, LLC ('ESF"). All Rights Reserved.
Copyright® 2014-2023. Rubicon Communications, LLC d/b/a Netgate ("Netgate”). All Rights Reserved.

All logos, text, and content of ESF and/or Netgate, including underlying HTML code, designs, and graphics used and/or depicted herein are
protected under United States and intemnational copyright and trademark laws and treaties, and may not be used or reproduced without the
prior express written permission of ESF and/or Netgate.

"pfSense” is a registered trademark of ESF, exclusively licensed to Netgate, and may not be used without the prior express written permission
of ESF and/or Netgate. All other trademarks shown herein are owned by the respective companies or persons indicated.

pfSense® software is open source and distributed under the Apache 2.0 license. However, no commercial distribution of ESF and/or Netgate
software is allowed without the prior written consent of ESF and/or Netgate.

ESF and/or Netgate make no warranty of any kind, including but not limited to the implied warranties of merchantability and fitness for a
particular purpose. ESF and/or Netgate shall not be liable for errors contained herein or for any direct, indirect, special, incidental or
consequential damages in connection with the furnishing, performance, or use of any software, information, or material.

Restricted Rights Legend.

Mo part of ESF and/or Netgate's information or materials may be published, distributed, reproduced, publicly displayed, used to create
derivative works, or translated to another language, without the prior written consent of ESF and/or Netgate. The information contained
herein is subject to change without notice.

Use, duplication or disclosure by the U.S. Government may be subject to restrictions as set forth in subparagraph (c) (1) (ii) of the Rights in
Technical Data and Computer Software clause at DFARS 252.227-7013 for DOD agencies, and subparagraphs (c) (1) and (c) (2) of the
Commercial Computer Software Restricted Rights clause at FAR 52.227-19 for other agencies.

Regulatory/Export Compliance.

The export and re-export of software is controlled for export purposes by the U.S. Government. By accepting this software and/or
documentation, Licensee agrees to comply with all U.S. and foreign export laws and regulations as they relate to software and related
documentation. Licensee will not export or re-export outside the United States software or documentation, whether directly or indirectly, to
any Prohibited Party and will not cause, approve or otherwise intentionally facilitate others in so doing. A Prohibited Party includes: a party in
a U.S. embargoed country or country the United States has named as a supporter of international terrorism; a party involved in proliferation;
a party identified by the U.S. Government as a Denied Party; a party named on the U.S. Government's Enemies List; a party prohibited from
participation in export or re-export transactions by a U.S. Government General Order,; a party listed by the U.S. Government's Office of Foreign
Assets Control as ineligible to participate in transactions subject to U.S. jurisdiction; or any party that Licensee knows or has reason to know
has violated or plans to violate U.S. or foreign export laws or regulations. Licensee shall ensure that each of its software users complies with
U.S. and foreign export laws and regulations as they relate to software and related documentation.
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On nous demande si on souhaite répondre a un sondage, on clique sur close.

&< O A Non sécurisé | 10.0.50.4 aQ A 9@ m = 2

Thank you!

Netgate, as well as many community members, work hard to make pfSense CE software an
excellent secure networking solution. As well, Netgate strives to deliver even greater value
through our product, pfSense Plus software.

Would you take a moment to answer this brief (and anonymous) survey to help us guide
those efforts?.

User survey

On arrive sur le tableau de bord de notre pfSense. Ou on retrouvera les infos
sur |'utilisation des ressources de la machine elle-méme, ses différentes
adresses IP, version & mises a jour.

0
£ DO | i pfsensemasterhomearpa-Stet X | @ ok-Recherche i3 | + - g
<« O A Non sécurisé | 10.0.504 aQ A m %
System Information ;00 Netgate Services And Support 00
Name pfSense_masterhome.arpa . . e
Retrieving support information
User admin@10.0.50.18 (Local Database)
System VMwere Virtual Machine a
Netgate Device ID: af7ceS7b641007832313
Interfaces FO00
Bi0s Vendor. Phoenix Technologies LTD
Version: 6.00 33 WAN 4 1000baseT <fulkduplex> 100231128
Release Dete Thulov 12 2020 LN A 1000baseT <fulkduplex: 100504
Version 2.7.2-RELEASE (amdés)
¢ Sa0rTi N 10000mseT cukcupien 721601

buift on Wed Dec 6 21:10:00 GET 2023
FreeSSD 14.0-CURRENT

The system is on the latest version.
Version information updated at Sun Mar 10 12:15:53 CET 2024
~

GPUType AMD Ryzen 5 4500 6-Core Processor
AESNICPU Crypto: Yes (inactive)
QAT Crypio: No

Hardware crypto Inactive

Kemel PTI Disabled
MDS Mitigation  Inactive
Uptime. 01 Hour 19 Minutes 34 Seconds.

Currentdate/time  Sun Mar 10 13:38:47 CET 2024

DNS server(s) - 122001
- 002312
BEEEE]
BEEEH
- 1921681254

Last config Sun Mar 10 13:33:45 CET 2024
change

State table size 1
1% (104/19000) Show states

MBUF Usage

0% (4266/1000000)
Load average 058,061,059
GPU usage:

15%

g
54% of 193 MiB
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Cette vue est personnalisable est cliquant sur le petit + en haut a droite dans la
barre de titre.

Status / Dashboard Q+e
Available Widgets (—]
= Captive Portal =+ CARP Status = Dynamic DNS Status + Firewall Logs

Status + Gateways =+ GEOM Mirror Status + installed Packages

= Interface Statistics == Interfaces + IPsec =+ NTP status

< OpenvPN + Picture +Rss + S MART. Status

=+ services Status = system Information = Thermal Sensors + Traffic Graphs

<+ wake-on-Lan
Other dashboard settings are available from the General Setup page.
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2) Service Requis

1.1 Configuration du DHCP serveur :

30

Pour configurer le DHCP via I'interface WEB, on se rend dans I'onglet Services ->

DHCP Server

General DHCP Options

DHCP
Backend

Enable

BOOTP

Deny
Unknown
Clients

Ignore Denied
Clients

Ignore Client
ldentifiers

Primary Address Pool

Subnet
Subnet Range

Address Pool
Range

Additional
Pools

ISC DHCP

Enable DHCP server on LAN interface <—

_| lgnore BOOTP gueries

Allow all clients b

When set to Allow all clients, any DHCP client will get an IP address within this scope/range
on this interface. If et to Allow known clients from any interface, any DHCP client with a MAC
address listed in a static mapping on any scope(s)/interface(s) will get an IP address. If set 1o
Allow known clients from only this interface, only MAC addresses listed in static mappings on
thiz imterface will get an IP address within this scope/range

_| lgnore denied clients rather than reject
This option is not compatible with failover and cannot be enabled when a Failover Peer P
address is configured.

—| Do not record & unigue identifier {UID) in client lease data if present in the client DHCP
request

This option may be useful when a client can dual boot using different client identifiers but the

same hardware (MAC) address. Note that the resulting server behavior violates the official

DHCP specification.

10.0.50.0/24

10.0.50.1 -10.0.50.254

10.0.50.

Fadt
I
wn

10.0.50.13
From To

The specified range for this pool must not be within the range configured on any other address
pool for this interface.

< Add Address Pool

f additional pocls of addresses are needed inside of this subnet outside the above range, they
may be specified here.

On active le
DHCP

A\ Important : N'oublier pas de Cliquer sur « Save » !

KHALILI Mahmoud

AN

On saisi &
partir de
quand
commence
notre @IP
et jusqu’a
ou elle
s’arréte.
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1.2 Configuration du DNS serveur :

31

Pour configurer le DNS, on se rend dans I'onglet Services -> DNS Resolver ->
General Settings

General DNS Resolver Options

‘ On activer le *DNS Resolver

Par défaut, Le
DNS Resolver
s'applique a
toutes les
interfaces.

On n'y touche
pas dans notre
cas.

Enable Enable DMS resolver —
Listen Port 53
The port used for responding to DNS queries. It should normally be left blank unless another
service needs to bind to TCP/UDP port 53.
Enable (] Respond to incoming SSL/TLS queries from local clients
SSL/TLS Configures the DNS Resclver to act as a DMNS over 35L/TLS server which can answer queries
Service from clients which also support DNS over TLS. Activating this option disables automatic
interface response routing behavior, thus it works best with specific imterface bindings.
S5L/TLS GUI default (65df33284a307) w
Certificate The server certificate 1o use for S5L/TLS service. The CA chain will be determined
automatically.
S5L/TLS 853
Listen Port The port used for responding to SSL/TLS DNS queries. It should normally be left blank unless
N . " it et
Nework  CYEE——
Interfaces WAN 0
LAN
A M
Interface IP addresses used by the DNS Resclver for responding to queries from clients. If an
interface has both IPv4 and IPve addresses, both are used. Queries 1o addresses not selected
in thizs list are discarded. The default behavior is to respond to queries on every available |Pv4
and IPv6 address.
owgoing LY
Network WAN 0
Interfaces LAN
B oPT1 v
e rl
Utilize different network interface(s) that the DNS Resclver will use to send queries to
authoritative servers and receive their replies. By default all interfaces are used.
Strict || Do not send recursive queries if none of the selected Outgoing Network Interfaces are
Outgoing available.
Network By default the DNS Resolver sends recursive DNS requests over any available interfaces if
'mf"ﬁf“e none of the selected Outgeing Metwork Interfaces are available. This option makes the DNS
Binding Resolver refuse recursive queries.
System Transparent v
Domain Local The local-zone type used for the pfSense system domain (System | General Setup | Domain).
Zone Type '

« SAVE »

Transparent is the default.

KHALILI Mahmoud
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Définition DNS RESOLVER : Les résolveurs DNS sont un composant essentiel
du Domain Name System (DNS). Ils agissent en tant que contrepartie
interrogative aux serveurs de noms DNS qui leur répondent. Du point de vue
de l'utilisateur, un DNS resolver sert d’interface de transmission entre

I"utilisateur ou I'application et les serveurs de noms.

32/
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3) Activer le DNS Forwader

Le DNS forwarder de pfSense permet de résoudre les requétes DNS des clients
DHCP (mappés ou non) ainsi que des entrées DNS saisies manuellement. Le DNS
forwarder permet également de renvoyer les requétes DNS des clients pour un
domaine particulier.

On se rend sur Services -> DNS Forwader

General DNS Forwarder Options

Enable

B Enablz DNS forwarder <€—

On active le DNS Forwader

DHCP Registration

B Register DHCP leases in DMS forwarder

f this option is set machines that specify their hostname when requesting a DHCP lease w

be registered in the DNS

forwarder, so that their name can be resclved. The domain in System: General Setup shouldgalso be set tothe nroner value

On « DHCP Registration »

Static DHCP B Register DHCP static mappings in DNS forwarder qUi active toutes les
f this option is set. |[Pvd DHCP static mappings will be registered in the DMS forwarder so tifat their namg
A, e correspondances adresses
The domain in System: General Setup should also be 52t to the proper value.
» MAC - adresses IP

Prefer DHCP

DMS Query
Forwarding

[Tl Resolve DHCP mappings first

f this option is set DHCP mappings w

given for a reverse kookup (FTR)

[ Query DMS servers
sequentially

f this option is set pfSense DMS

Forwarder {dnsmasq) will query

the DME servers seguentially in

the order specified (System -

General Setup - DNS Servers),

rather than all at once in parallel.

| be resolved before the manual list of names below.

[CJ Require domain

If this option is set pfSense DNS
Forwarder (dnsmasg) will not

domain parts, to upstream name
servers. If the name is not known
from fetc/hosts or DHCP then a

not found” answer is returned

présentes dans la
configuration du service
DHCP seront joignables
directement par le service
DNS Forwarder.

This anly affy

[ Do not forward private r
ookups
f this option is set pfEense

Forwarder {dnsmasg) will n

forward reverse DNS loockups
(PTR]) for private addresses (RFC
1918) to upstream name servers.
Any entries in the Domain
Overrides section forwarding

private “n.n.n.in-addr.arpa
names to a specific server are
still forwarded. If the IP to name
is not known from fetc/hosts,

DHCP or & specific domain
override then a ‘not found

ARRan e el e e

Listen Port

Interfaces

TCP/UDP part 33.

WAN
LAN
OFT1

nterface IPs used by the DNS Forwarder for responding to gueries from clients. If an interface has both IPvd and IPvE IPs,
both are used. Quenes to other interface IPs not selected above are discarded. The default behavior is to respond to queries

Fe
-

on every available IPvd and |PvE address.
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4) Configuration générale

1.1) Les Alias

Les alias définissent un groupe de ports, d'hotes ou de réseaux. Les alias peuvent
étre référencés par des regles de pare-feu, des transferts de port, des régles NAT
sortantes et d'autres endroits du pare-feu. L'utilisation d’alias donne lieu a des
ensembles de regles nettement plus courts, auto-documentés et plus gérables.

On se rend dans Firewall > Aliases

Firewall / Aliases / IP @

P Ports URLs Al

Firewall Aliases IP

Name Type Values Diescription Actions
CLT_LANT Hast(s) 10.0.50.0, 10.0.50.1, 10.0.50.2. 10.0.30.3. 10.0.50.4, 10.0.50.5, 10.0.30.6, 10.0.30.7 SO
10.0.30.E,10.0.50.9...
SLAVE_FFsanss Hests) 1721602 SOT
YOUTUBE_BLOQUER Metwork(s) 172.217.18.206/32, www.youtube.com SOOI
ryms
in

On voit les Aliases que j'ai configuré.

Pour Ajouter un Alias, on procede comme ceci :

- Onclique sur +ADD

KHALILI Mahmoud BTS SIO1
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Firewall / Aliases / Edit (7]

Properties

Hame LE NOM DE NOTRE ALIAS

The name of the alias may only consist of the characters "a-z, A-Z, 00 and _

Description UME DESCRIPTION [FALCULTATIVE)

& description may be entered here for administrative reference (not parsed).

Le type si c’est un hote ou réseau,
port, URL..

Hast(s) bl

]

Hint Entar a5 many hosts 25 desired. Hosts must be specified by their IP address or fully gualified demain name (FQDM). FODN
hastnames are penodically reresolved and vpdated. If multiple IPs are returned by & DNS query, 2ll are used. An IP rangs
such as 192.168.1.1-1%2168.1 .10 or 2 small subnet such as 192.168.1.16/28 may also be entered and a list of individual IP

addresses will oe generated

IP or FODH IP QU LE FOQDN Description

/

Définition FQDN (Full Qualifed Domain Name) : désigne I'adresse compléte et
unique d'un site Internet.

Exemple :

KHALILI Mahmoud BTS SIO1
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1.2) Création d’une régle de FireWall

On se rend dans FireWall -> Rules puis on sélectionne l'interfaces
(WAN, LAN, OPT1)

Puis TNADD pour ajouter une régle.

Action Pass w Action :

Choose to do with packets that match the criteria specified below. BloquerlAuforise r,Refuser
Hint etween block and reject is tha t, a packet (TCP RST or ICMP port unreachable for UDP) is
returned to th 1, whereas with block the packet is dropped silently. In either case. the original packet is discarded.

Disabled [ Disable this rule
Sslibiz optionto dizsble this rule without removing it from tha list

Interface LAN »

Interface LAN,WAN,OPT1
Chpae toe iptartape o i ackate et Coma o mateh this sl
Address Family Pvd w IPV4/|PV6 ou IPV4+|PV6

Select th rniet Protocol version this rule applies to.

Protocol TCP L
Choose which IP protecol this rule should match PI’O'|'0C0| TCP,UDP,'CMP ou
Tous

#

Source [ Invert match Ay v Source A

~

 « T —

The Source Port Range for 2 co is typically random and almost never equal to the destination port. In most cazes
this setting must remain at its d lus, any

Destination
+ | La Destination -> ex : @IP

Destination ) Invert match Ary bl Dest
d’un serveur
Destination Port {ather) v (other) w " . .
administration.
Range From Custom To Custom
Specify the destination port or port range for this rule. The "To” fiekd may be left empty if only filtering a single port.
Extra Options
Log ) Log packets that are handled by this rule
Hint: the firewall has limited local bog space. Don't turn on logging for everything. If doing a kot of logging, consider using a

remote zyslog server (see the Status: System Logs: Settings page).

Drescription

entered here for administrative reference. A maximum of 32 characters will be used in the ruleset and
all log.

Advanced Options
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1.3 ) Configuration de CARP

Le protocole CARP (Common Address Redundancy Protocol) permet a
plusieurs équipements réseaux de partager une méme adresse IP. C’est
une alternative libre au protocole propriétaire HSRP de CISCO, par
exemple. Les machines partageant cette IP font parties du groupe de
redondance. On y trouve un équipement « maitre » et les autres «
esclaves ». Ces derniers sont destinés a prendre le relais en cas de
défaillance du premier équipement.

Dans notre cas, nous allons utiliser CARP pour créer un routeur / pare-
feu redondant, avec serveurs DNS + DHCP. Nos clients prendront I'IP
virtuelle comme passerelle par défaut. Ainsi, en cas de panne de notre
routeur principal, le second répondra aux requétes de nos clients en
toute transparence et sans coupures.

Nous avons laissé une interface disponible «Network Adapter 3 »

Pour la configurer, il suffit d’aller dans Interfaces -> Assign

Interfaces / Interface Assignments Ll @
nterface Assignments  Interface

Groups  Wireless V0LAMs OQinds PPPs GREs GIFs Bridges LAGGs

Interface Network port

On clique sur « OPT1 »
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Interfaces / OPT1 (em2) = @

General Configuration

Enable Enzhle nerface <4——  Activation de l'interface

Description OPT1

Enter a dezcription {name) for the interface here.

IPw4 Configuration Static IPvd b <—Siutic, DHCP,PPP, PPPOE, PPTP
Toee ou L2TP.
IPw6 Configuration Mone w
Type
MAC Address
This field can be usad to madify (‘spoof”) the MAC address of this interface.

Enter a MAC address in the following format woooeoocmso or leave blank

MTU
f this field is blank, the adapter's default MTU will be used. This is typically 1300 bytes but can vary in some circumstances.
M58
f a value is entered in this field, then M55 clamping for TCP connections to the value entered above minus 40 for IPv4
TCP/IPvd header size) and minus 60 for [Py CP/IPwE header size) will be in effect.
Speed and Duplex Default {no preference, typically autoselzct) o

Explicitly set speed and duplex mode for this interf
MING: MUST be set to autoselect (automa
speed and duplex forced.

Static IPv4 Configuration

BCE.
y negotiste speed) unless the port this interface connects to has its

IPv4 Address 1721601 30 w
IPw4 Upstream Naone W == Add a new gateway
gateway

an upstream gate causes the firewall to treat this interface as @ WAN type interface.

Getewsys can be managed by clicking here.

Reserved Networks

Block private
networks and
loopbeck addresses

Blocks traffic from I[P eddresses that are resen
unique local addresses per RFC 4193 (fe00:47
tumed on, unless this network interface resides in such a private address space, toD.

or private networks per RFC 1918 (10/8, 172,16/ 2, 192.168/16) and
well 25 loopback addresses (127/8). This option should generally be

a8

Le choix du CIDR /30 est une question de bonnes pratiques et de
sécurité, On sait qu’on doit lier 2 servers (Master & SLAVE) via CARP
donc 2 IP alors il suffit de faire le calcul 2n>@IP.

(2/32-30)-2=2IP

172.16.0.1 = Serveur Maitre
172.16.0.2 = Serveur Slave
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Ensuite, sur le serveur Maitre nous, devons lui indiquer une régle de
firewall autorisant le trafics sur l'interface CARP.

FireWall -> Rules -> CARP, puis on insére la réegle suivante :

Firewall / Rules/ OPT1 L = e

Floating WAMN LAN OPT!
Rules (Drag to Change Order)
[ Stetes Protocol  Source Port Destination Port Gateway Oueue 3Schedule Description Actions
 0/0B IPvd*  OPT!addess * OPT1 address  * : none 1 S00mx

) ) (S O FE3 CES

Edit Firewall Rule

Action Pasz ~

do with packets that match the criteriz specified below.
en block and reject is th Lap CP RST or ICMP port unreachable for UDP) is
ereas with block the packetis dro either case, the original packet is dl;-:ard:-..

Disabled [] Dizable this rule

Set this opticn to disable this rule without remaving it from the list.

Interface OFT1 b

Choose the interface from which packets must come to match this rule.

Address Famil Pud w
Select the Internet Protocol version this rule applies to.
Protocol Ay w

Choose which IP protocol this rule should match

Source O Invert match OPT1 address
Diestination [ Irvert match OPT1 address d
Log Log ts that &re handled by this rule

Hint: the on't turn an legging for everything. If doing a kot of logging. consider using a

Logs: Settings page).

remote syslog server (seethe S"a' 50 Syste

Description

will b2 uzed inthe ruleset and

Advancad Options :]
Rule Information

Tracking 1D 1709720403

Created 3/6/24 13:30:03 by 2dmin@10.0.50.15 (Local Database)

o
It

Updated 3/6/24 13:30:28 by admin@10.0.50.15 (Lo

Database)
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Ensuite nous allons activer la réplication entre les deux routeurs.

On va dans System -> High Availability Sync.

Sur le pfSense maitre, On configure la partie pfsync en choisissant l'interface
CARP, et I'@IP de notre pfSense Slave (172.16.0.2) dans notre cas, Puis dans la
partie XMLRPC Sync), on saisit I'IP et Login de notre slave ainsi que Ia
configuration a répliquer. Il est conseillé de cocher toutes les cases pour éviter
tout probleme.

State Synchronization Settings (pfzync)

Eynchronlze states & ofsyne trane:

d datation messages betwaan frawalls

Synehironlzs Imarfacs

Filter Host I

pisyne Synchronlze Peer
IF

Configuration Synchronization Settings (XMLRPC Sync)

Bynchronize Config to |F

Remata Bystam acmin
Usrnans:

Aemata Bysbam
Paszwond

Eynchronize admin

Baleck opfions o syne B Usar manager usars and grougs
B Autantication servars (g LDAR RADIS])

ate Authontes, CenMcatas, and Cartifcats Revocation Lists

rukis
achaduas

B Frovel @laess

B MAT configuration

& |Fsac configuration

B CoenvPN configuration {Implias CA/Cart'ORL Syne)
B C=CF Sarvar aatings

figuration

B Virial IFs
B Trafic Shager configunason
B Traffic Shager LimEars configuration
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On va sur l'interface de notre pfSense Slave, cette fois-ci seulement la partie
pfsync est a configurer :

lisense =

COMMUNITY ERITION

High Availability L @

State Synchronization Settings (pfsync)

Synchronize states

pfsync transfers state insertion, update, and deletion messages between firewalls.

Each firewall sends these messages out via multicast on a specified interface, using the PFSYNC protocol (IP
Protocol 240). It also listens on that interface for similar messages from other firewalls, and imports them inte
the local state table.

This setting should be enabled on all members of a failover group.

Clicking "Save" will force a configuration sync if it is enabled! (see Configuration Synchronization Settings
below)

Synchronize Interface

OPT1 W

If Synchronize States is enabled this interface will be used for communication.

It is recommended to set this to an interface other than LAN! A dedicated interface works the best.
An IP must be defined on each machine participating in this failover group.

An IP must be assigned to the interface on any participating sync nodes.

Filter Host ID

Custom pf host identifier carried in state data to uniguely identify which host created a firewall state.
Must be a non-zero hexadecimal string 8 characters or less (e.g. 1, 2, ff01, abedef01).
Each node participating in state synchronization must have a different ID.

pfsync Synchronize Peer IP

172.16.0.1

Setting this option will force pfsyne to synchronize its state table to this |P address. The default is directed
multicast.
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Dans Firewall / Virtual IPs on déclare cette nouvelle IP sur I'interface LAN.

Il est également possible de déclarer une IP pour le WAN ou une éventuelle DMZ.
Il faudra simplement changer le VHID Group qui est a 1 par défaut.

Firewall / Virtual IPs (2]
Virtual IP Address
Virtual IP address Interface Type Description Actions
10.0.50.1/24 (vhid: 1) LAN CARP IP Virtuelle LAN di
10.0.231.127/24 (vhid: 2) WAN CARP WAN1 f‘ |]‘]|_
=+ Add

Configuration de I'IP virtuelle LAN :

Firewall / Virtual IPs/ Edit 2]
Edit Virtual IP
Type P Alias ® CARP ) Proxy ) Other
ARP
Interface LAN v
Address type Single address v
Address(es) 10.0.50.1 /| 24 w
The mask must be the network’s subnet mask. It does not specify a CIDR range.
Virtwal P e
Password Enter the WHID group password. Confirm
VHID Group 1 w
Enter the WHID group that the machines will share.
Advertising 1 v 0 v
frequency  Base Skew
The frequency that this machine will advertise. 0 means usually master. Otherwise the lowest
combination of both values in the cluster determines the master.
Description IP virtuelle LAN

A description may be entered here for administrative reference (not parsed).
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Enfin, il faut modifier notre serveur DHCP du LAN pour déclarer cette IP en tant que
passerelle par défaut.

Other Options

Gateway 10.0.50.1

The default is to use the IP on this interface of the firewall as the gateway. Specify an alternate gateway here if this is not the correct gateway for the
network. Type "none” for no gateway assignment
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5) Synchronisation des Interfaces et Test de

basculement

Nous allons commencer par vérifier I'état de la synchronisation entre nos deux servers pfSense Master

et pfSense Slave.

:‘ O [ pfen pa-St= X +
&< G AN

10.0.504/status_carp.php Ay M =

J\Mv.n ...
Flisense =
L @

Status / CARP =l

CARP Maintenance

CARP Status

Interface and VHID Virtual IP Address Description Status

LAN@1 10.0.50.1/24 IP Virtuelle LAN © MASTER

State Synchronization Status

State Creator Host IDs:
+ 4881c4e (This node)
+ 4beelddl

o

When state synchronization is enabled and functioning properly the list of state creator host IDs will be
identical on each node participating in state synchronization

The state creator host ID for this node can be set to a custom value under System > High Avail Sync. If the
state creator host ID has recently changed, the old ID will remain until all states using the old ID expire or
are removed

pfSense Netgate. View license.

o3

Lo
)

I pfSense SLAV X carp pfsense - X | [1] Fail-Over PfSe X carp pfsense - X | + L &
A Non sécurisé | 10.0.50.5/status_carp.phy Q A m = 3
lLgsense
BMMUNITY E0ITION
Status / CARP =@
=
CARP has been enabled. B i
<]
CARP Maintenance
w
Interface and VHID Virtual IP Address Description Status 2
OPTI@1 10.0.50.1/24 1P Virtuelle LAN BACKUP
State Synchronization Status
State Creator Host IDs:
- 4881cde
« 4bee1d41 (This node)
When state synchronization is enabled and functioning properly the list of state creator host IDs will be
identical on each node participating in state synchronization.
The state creator host ID for this node can be set to a custom value under System > High Avail Sync. If the
state creator host ID has recently changed, the old ID will remain until all states using the old ID expire or
are removed.
pfSense Netgate. View license. @

En prenant un client du LAN, nous allons pinger la Gateway (ou une IP externe) et éteindre le

pfSense Master principal.

On constate le moment de la bascule avec deux paquets dupliqués (les deux routeurs
répondent a ce moment-la) ou une perte d’'un paquet. Il n’y a pas eu d’interruption de
service, et le second routeur est passé avec le statut MASTER.

Les services rebasculeront sur le routeur principal lorsqu’il sera de nouveau opérationnel.
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Users\CLIENTM ing 16.6.56.1 -

Envoi d'une requéte 'Ping" 10.8.58.] 2 octets de données

DEélai d’attente de la demande dé
Délai d’'attente de la demande dépassé.
Réponse de 18.8. : 2 temp
de 18.8. :
de 18.8.5
de 18.8.
de 18.8.
de 18.8.
de 18.8.
Réponse de 18.8.
Réponse de
Réponse de
Réponse de ! 1 : oc tempss
Réponse de ! 1 : oc tempss
Réponse de ! 1 : oc temps<

tatistiques Ping pour 16.6.56.1:

Paquets : VOYyE 15, recus = 13, perdus = 2 (perte 13

Durée approximative des boucles en millisecondes :
Minimum = ©&ms, Maximum = &ms, Moyenne = @ms

t Windo [version 18.8.19845.2
‘osoft Corporation. Tous dr

ping

i d’une requéte 'Ping’ ; F. de données :
nse de

WA A
o

NN

élai d’attente de la demande dé .
! de 10.8.50 Impossible de joindre 1° e de destination.

de 8
de 8
de
de
de
de
de
de
se de
Réponse de

WA oA A

tatistiques Ping
Paque ] reCuUs 16,
urée ap i b en millisec
Minimum = 7ms, Maximum s, Moyenne
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onfiguration IP de Windouis

arte Ethernet Etherneto

Suffixe DNS propre a la connexion. :

Adresse IPv6 de liaison locale. . . . .: feB8:: 1df:da75:9f84%14
Adresse IPv4, . : ]

Masque de sous-réseau.

Passerelle par défaut.

"te Ethernet Connexion réseau Bluetooth

Statut du média. . . . . . . . . . . . : Média déconnecté
Suffixe DNS propre a la connexion.

C:\Users\CLIENTMK>ipcontig

Configuration IP de Windows

Carte Ethernet Ethernet

Suffixe DNS propre & la connexion. :

Adresse IPv6 de liaison locale. . . . .: fe88:: 1df:da75:9fp4%14
Adresse IPv4. . . . . . S

Masgue de sous-réseau.

Passerelle par défaut.

rte Ethernet Connexion réseau Bluetooth

Média déconnecté

BONUS

1.1/Bloquer YouTube
Pour bloquer un site, dans notre cas « YouTube », on va aller dans Firewall -> Aliases -> Add

Pour trouver son IP, il suffit de faire un ping de
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http://www.youtube.fr/

Terminal )l 2

Fichier Edition Affichage Recherche Terminal Aide
PING youtube.com (172.217.18.206) 56(84) bytes of data.

64 bytes from
e=20.7 ms
64 bytes from
e=20.5 ms
64 bytes from
me=19.9 ms
64 bytes from
me=20.6 ms
64 bytes from
me=21.3 ms
64 bytes from
e=20.5 ms
64 bytes from
e=21.3 ms
64 bytes from
me=21.1 ms
64 bytes from

me=2@.5 ms
ArC

parl@s38-in-f14.1el00.net (172.217.18.206): icmp_seqg=1 ttl=11@ tin
parl1@s38-in-f14.1e100.net (172.217.18.206): icmp_seg=2 ttl=11@ tin
ham@2s14-in-f206.1e100.net (172.217.18.206): icmp_seq=3 ttl=110 ti
ham@2s14-in-f206.1e100.net (172.217.18.206): icmp_seg=4 ttl1=110 ti
ham@2s14-in-f206.1e100.net (172.217.18.206): icmp_seqg=5 ttl=110 ti
par1@s38-in-f14.1e100.net (172.217.18.206): icmp_seqg=6 ttl=110@ tin
parl@s38-in-f14.1el100.net (172.217.18.206): icmp_seg=7 ttl=11@ tin
ham@2s14-in-f206.1e100.net (172.217.18.206): icmp_seg=8 ttl=110 ti

ham@2s14-in-f206.1e100.net (172.217.18.206): icmp_seg=9 ttl=110 ti

On connait maintenant I'adresse @IP de YouTube.

On ajouter un site en tant Aliasses, dans notre cas « YouTube », on va aller dans Firewall -> Aliases -

> Add

On inclut le FQDN.

Firewall / Aliases / Edit

Name

Description

Type

Network(s)

Hint

Network or FQDN

BLOCK_YTB

The name of the alias may only consist of the characters "a-z, A-Z, 0-9and _".

A description may be entered here for adminisirative reference (not parsed)

Network(s) v

Networks are specified in CIDR format. Select the CIDR mask that pertains to each entry. /32 specifies a single IPv4 host, /128 specifies a single IPv6
host, /24 specifies 255.255.255.0, /64 specifies a normal IPv6 network, etc. Hostnames (FQDNs) may also be specified, using a /32 mask for IPvd or
/128 for IPv6. An IP range such as 192.168.1.1-192.168.1.254 may also be entered and a list of CIDR networks will be derived to fill the range

www.youyube.com /|32 ~ Entry added Thu, 07 Mar 2024 21:20:03 +0000

142.250.200.238 f] 32 v Entry added Thu, 07 Mar 2024 21:20:03 +0000

X Export 1o file | 4= Add Network

KHALILI Mahmoud
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Firewall Aliases IP Nos Aliases avec
Mame Type Values Description  Actions Notre réseau @IP,
CLT_LAN1 Hast(s) 10.0.50.0, 10.0.50.1, 10.0.50.2, 10.0.50.3, JSLUm

10.0.50.4, 10.0.50.5, 10.0.50.6, 10.0.50.7,
10.0.50.8, 10.0.50.9_..

SLAVE_PFsense Hostls)  172.16.0.2 radml
N
YOUTUBE_BLOQUER  Metwork( 172.217.18 206/ 32, www.youtube. / L]
E_BLOO workis) WWW.YDLTUbE com UMD Youtube
Firewall / Rules/ Edit = B

Action Elack e

Choose what to do with packets that match the criteria cified below.

Hint: the difference El t ect, & packet (TCP RST or ICMP port unreachable for UDP) is returned to the se
whereas with block the packet is dropped si ="t|,-. I either case, the original packet is discarded

Disabled [ Disable this rule
Set this option to disable this rule without remaving it from the list.

Interface LAM L

Choose the interface from which packets must come to match this rule.

Addresz Family Pyd o

Zale

ect the Imtemet Protocal version this rule epplies to.

Protocol Any w

Choose which IP protocal this rule should match.

Source ] Invert match Address or Alizs w CLT_LANT

Destination ] Invert match Address or Alias o YOUTUBE_BLOQUER

Log ) Log packets that are handled by this rule
Hint: the firewsall has limited local log space. Don't turn on kogging for everything. If doing 2 lot of logging, consider using a remote syslog server (see
the Status: System Logs: Settings page).

Description bloguer youtube site

5 will be used in the rulese

on may be entered here for administrative reference. A maximum of 32

Adwanced Options :]
Rule Information

Tracking ID 1709128903

Created 2/28/2415:01:43 by adming10.0.30.13 (Local Database)

Updated 3/7/24 21:30:45 by admin@10.0.30.18 (Local Detabase)

B save
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Test du blocage de YouTube

B C\Windows\system32\cmd.exe - O x

- 24 prSense_maste ™ €9 Facebook - Connexio * (@ Erreur de chargement
€« C H =
Une erreur est survenu: i t
o sl peut.étr
u tre !
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Aller dans System -> Advanced -> Admin Access

System/ Advanced/ Admin Access

Admin Access Firewall & NAT Metworking Miscellaneous

webConfigurator

Protocol

S5L/TLS Certificate

TCP port

Mzx Processes

WebGUI redirect

H5TS

OCSP Must-Staple

WebGUI Login
Autocomplete

GUI login messages

Motifications

OHTTP On sélectionne

GUI default (65df332842207) hl HTTPS

Certificates known to be incompatible with use for HTTPS are not included in this list, such as certificates using in

mpatible ECDSA curves or

digest elgorithms

or HTTR, 443 for HTTPS). Changes will take effect immediately

Enter the number of webConfigurator processes to run. This defaults to 2. Increasing this will allow more users/browsers to access the GUI
cone

ently.

Disable webConfigurator redirect rule

When thiz is unchecked, access 1o the webConfigurator is always permitted even on port B0, regardless of the listening port configured. Check this box
to diszble this automati added redirect rule.

Disable HTTP Strict Transport Security
When thiz is unchecked, Strict-Transport-Security HTTPS response header is sent by the webConfigurator to the browser. This will force the browser to
use only HTTPS for future requests to the firewall FQDM. Check this box to disable HSTS. (NOTE: Browser-specific steps are reguired for disabling to
take effect when the browser alrea

Force OCSP Stapling in nginx

will be ignorad by nginx.

Enable webConfigurator login autocomplete

be saved by

When thiz is checked, login credentials for the webConfigurator may
to be disabled. Check this box to enable autecomplete on the
not respect this option).

& browser. While convenient, some security standards reguire this
in form so that browsers will prompt to save credentials (WOTE: Some browsers do

[0 Lower syslag level for successful GUI login evants

When this is checked, successful logins to the GUI will be logged as a lower non-emergency level. Note: The consaole bell behavior can be controlled

ndependently on the Motifications tab.

Roaming Allow GUI administrator client IP address to change during a login session
When this is checked, the login session to the webConfigurator remains valid if the client source IP address changes.
Anti-lockout [ Disable webCaonfigurator anti-lackout rule
When this is unchecked, access 1o the webConfigurator on the LAN interface is always pemmitted, re les= of the user-defined firewall rule set.
Check this box to disable this automatically added rule, s0 access to the webConfigurator is controlled by the userdefined firewall rules (ensure &
firewall rule is in place that allows access, to avoid being locked outl) Hint: the "Set interface(s) IF address” option in the console menw resets this
The changes have been applied successfully. 8

One moment.._redirecting to hittps:[10.0.30.4/ systemn_advanced_admin.php in 20 seconds.

On « Save »
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<« O © Mon séourisé | bttps;//10.0.50.4/system_advanced_admin.php

flisense

SIGN IN

Nous voici sur notre interface en HTTPS !
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Le DNSSEC (Domain Name System Security Extensions, extensions de sécurité du systéme de
noms de domaine) est une signature cryptographique qui est ajoutée aux enregistrements DNS
afin de sécuriser les données transmises sur les réseaux IP (protocole Internet).

System -> General Setup

On saisit le HostName DNS de Cloud Flare et Google.

DMS Server Settings

DNS Servers 1111 cloudfizre-dnz.con @|P DNS + HostName

ERECR dns.google

Enable S5L/TLS Respond to incoming 55L/TLS quernes from local clients

Service Configures the DNS Resolver to act as a DNS over S5L/TLS serv

Sécurisation des transfert

support DMS over TLS. Activating this option disables automatic interface response routing behawior, thus it works best

with specific interface bindings.

SSL/TLS Listen Port | 853 *DNS over TLS (Port :853)
The port used for responding to S5L/TLS DMS gueries. It should nomm nd

to TCP/UDP port B33

DNSSEC

Python Module

DNS Quary
Forwarding

DHCP Registration

Static DHCP

OpenWPH Clients

Display Custom
Options

KHALILI Mahmoud

Enable DNSSEC Support

[J Enable Pythen Module
Enable the Python Module.

Enable Forwarding Mode

f this option is set. DNS gueries will be forwarded to the upstream DNS servers defined under System = G a
those obtained via dynamic interfaces such as DHCE. PPP, or OpenVPHN (if DNS Server Override is enabled thers)

Use 551/TLS for outgoing DMS Queries to Forwarding Servers

n s&t in conjunction with DNS Query Forwarding, ies to 2l upstream forwarding DMS servers will be sent using
SEL/TLS on the default port of 833. Note that ALL configured forwarding servers MUST support 35L/TLS gueries on port
853.

Register DHCF leases in the DNS Resclver
f this option is set, then machines that specify their hostname when requesting an IPv4 DHCP lez=e will be registered in the
DMS Resolver so that their name can be resalved. Naote that this will cause the Resalver to reload and flush its resolution

cache whenever a DHCP |ezse is issued. The domain in System » General Setup should alzo be set to the proper value.

Register DHCP static mappings in the DNS Resolver

f this option is set, then DHCP static mappings will be registerad in the DNS Resolver, so that their name can be resolved
The domain in Systemn = General Setup should also be set to the proper value.

) Register connected OpenVPHN clignts in the DNS Resolver
f this option is set, then the common name (CH) of co be registered in the DMNS Resolver so
thattheir name can be resolved. T rl cess SSL/TLS or User Auth with
Username as Commeon Name option) operating in “tun” mode. The domain in Systemn: General Setup should also be setto
the proper value.

X Dy Crustom Options

On active DNSSEC

SSL

On l'inclue Dans le
DHCP

BTS SIO1



le chiffrement et I'encapsulation des requétes et des réponses DNS via le
protocole TLS. Le but de la méthode est d'augmenter la confidentialité et la

sécurité des utilisateurs en empéchant les écoutes et la manipulation des données
DNS

Test du fonctionnement DNSSEC
On va dans Diagnostics -> DNS Lookup

On saisit une adresse, dans mon cas j’ai choisi « www.btssio.org »

Diagnostics / DNS Lookup (7]

DNS Loockup

Hostname Hostname to loo

q Lockup

Puis on obtient ceci :

DNS Lookup

Hostname www.btssio.org

Q) Lookup | == Add Alias

Result Record type
01.220.197.80 A

Name server Query time
127.0.01 7 msec
10.0.231.2 42 msec
1111 133 msec
BE88 13 msec
192.168.1.254 12 msec

More Information

On va dans Diagnostics -> States -> States

KHALILI Mahmoud BTS SIO1
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Puis on saisit & Filter expression 853 qui correspond au port DoT

Diagnostics / States/ States 2]

Stztes  Resst S1ates

State Filter =]
Interface a w
Filter expression 253
Rule ID Comma separated list of integer rule D=

Interface Protocol Source (Original Source) -= Destination (Original Destination) State Packets Bytas
LAM top 10.0.30.18:64353 -» 10.0.50.4:44 FIN_WAIT_ZFIN_WAIT_Z 6/6& 93z2|/
s0zm| @

Conclusion Générale
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Avantage de pfSense :

- Gratuit, méme si la machine ou la vm qui hébergera Pfsense ne I'est pas, la
solution en elle-méme ne co(te rien.

-Les évolutions d'un logiciel libre, comme ses mises a jour, dépendent d'une
communauté de développeurs et non pas d'un éditeur unique.

-La communauté développe chaque partie des logiciels libres et Open Source. Le
développement communautaire favorise la réactivité lorsqu'il s'agit de corriger
un bug ou une faille de sécurité.

Désavantages de pfSense :

- Parce que c'est libre, tout le monde peut étudier son fonctionnement et trouver
des failles.

-Un firewall matériel est plus stable qu'un firewall logiciel comme pfsense, le
vendeur "contréle" son hardware et a concu son firewall autour de cette
hardware.

- Vous n'avez aucune garantie si vous avez un probleme matériel ou logiciel, vous
devez vous débrouiller ou alors payer pour du support.

- L'interface peut en rebuter plus d'un, elle peut paraitre peut intuitive et trop
fournis.
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Avis Globale sur cette installation :

- Jai trouvé cette installation, intéressante on peut voir qu’avec pfsense on
peut a peu pres tout faire et tout ca gratuit, il ne demande pas beaucoup
de ressources parfaites pour un petit réseau d’entreprises qui tourne
avec un serveur pas tout récent. Pas trop de difficulté rencontrée, jai
aimé le concept de management de pfSense et le re-utiliserai des que
j’en aurai I'occasion. J'ai continué a chercher d’autres solutions qui
pourront notamment étre utilisées prochainement.
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ANNEXE :
Liste des masques de sous-reseaux

CIDR | bits disponibles | Masque de sous-réseau | Nombre d'hdtes par sous-réseau
I 3 128.0.0.0 2*'.2 =2 147 483 646
/2 30 192.0.0.0 2202 =1 073 741 822
13 29 224.0.0.0 2292 = 536 870 910
14 28 240.0.0.0 272 2 - 268 435 454
/5 27 248.0.0.0 2272 = 134 217 726
s 26 252.0.0.0 2%%.2 = 57 108 862
m 25 254.0.0.0 22%.2 = 33 554 430
3 24 255.0.0.0 2240 = 16 777 214
19 23 255 128.0.0 272 = 3 338 606
A0 22 255.192.0.0 2722 = 4194 302
m 21 255.224.0.0 2212 =2 097 150
12 20 255.240.0.0 2702 = 1 048 574
13 19 255.243.0.0 292 = 524 285
14 18 255.252.0.0 2132 - 262 142
15 17 255 254.0.0 2'7.2 = 131 070
16 16 255 255.0.0 2192 - 55 534
M7 15 255255.128.0 2'9.2 =32 766
18 14 255 255.192.0 2'.2 = 16 382
19 13 2552552240 232 -8 190
120 12 255.255.240.0 2122 = 4 094
121 11 2552552450 2" 2-2046
122 10 2552552520 202 - 1022
123 9 255255.254.0 222=510

124 8 255 255.255.0 282 =254

125 7 255.255.255 128 272=12

126 3 255.255.255.192 Po=62

127 5 255.255.255 224 2%.2=30

128 4 255.255.255 240 2*2=14

129 3 255.255.255 248 2*2=86

130 2 255.255.255 252 222=2

131 1 255.255.255 254 2'0=2

132 0 255.255.255 255 2"0=1
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Services Ports

Modbus 502
Telnet 23
FTP 21

SMTP 29
NTP 123
BOOTP 67
DHCP 67
HTTP 50
DNS 83
POP 110
SNMP 161
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